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1
Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a key issue for the security aspect of broadcast assistance data.
3
Detailed proposal
*** BEGIN CHANGES ***
Key Issue #X: Confidentiality protection for broadcast assistance data
5.X.1
Description
One UE location calculation method is that a UE can use positioning assistance data broadcasted by the network. The 5G system will support this feature in release 16.
One of the differences between 5G and 4G for LCS is that 5G location services also support commercial applications. If the assistance data is used for commercial purposes, it should only be used by authorized UEs. This means that the broadcast assistance data should be encrypted and only the authorized UE can decrypt the broadcast data.
The present key issue covers the confidentiality protection of broadcast assistance data from the network to the UE.
5.X.2 Security threats analysis
If there is no confidentiality protection for the broadcast assistance data, all UEs can receive and use the broadcast assistance data. In this case, the operator will lose revenue.
5.X.3
Potential security requirements

-
Broadcast assistance data may be protected by confidentiality.
*** END OF CHANGES ***

